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Abstract — Many communication messages in electric 

substations of the power grid need to be delivered in a very short 
time (e.g., 3ms according to IEC 61850). However, the delivery 
delay of such messages is sensitive to flooding attacks that will 
increase the delay. IEC 62351 specifies that these messages 
should be signed with digital signatures to provide 
authentication. The processing of signature generation and 
verification further increases the delay of message delivery and 
makes time-critical messages more sensitive to flooding attacks. 
In this paper, we first experimentally study how flooding attacks 
affect the delivery delay of time-critical messages protected with 
popular authentication schemes both in wireless and wired 
networks. The experimental results show that flooding attacks 
can easily increase the delay of time-critical communications in 
wireless networks but not in wired networks. Then we identify a 
practical intelligent flooding attack where even a small number 
of flooding packets can significantly increase the delivery delay in 
a wired network. Finally, we propose a defense scheme to address 
the intelligent attack and evaluate its effectiveness. 

Keywords— power grid; electric substation; time-critical 
communication; flooding attack; authentication 

I. INTRODUCTION 
In order to enable real-time operations of the power grid, 

many communication messages such as trip commands in a 
substation are required to be delivered within a short delay 
constraint. According to the standard IEC 61850, time-critical 
messages such as Generic Object Oriented Substation Event 
(GOOSE) and Sampled Values (SV) have to be delivered to the 
destinations in 3ms [2].  

Newly introduced communication technologies in the 
power grid such as Ethernet provide interoperability between 
devices and timely delivery of messages. Wireless network has 
also been proposed for the power grid since it enables a 
significant reduction of copper wiring and more flexibility of 
installments [1, 7, 8]. However, the open nature of these new 
communication technologies also poses security threats that 
may affect the reliability and stability of the power grid. To 
solve such security issues in communications, the standard IEC 
62351 [3] is released and specifies that each message should be 
cryptographically signed with the RSA signature scheme 
before being transmitted. Since RSA is very time-consuming 
on resource-constrained embedded devices, the Elliptic Curve 
Digital Signature Algorithm (ECDSA) has been proposed to 
replace RSA to help reduce the computational burden of 
signing [4]. Additionally, the Hashed Message Authentication 
Codes (HMAC) is proposed for message authentication In IEC 
61850-90-5 [5].  

Such time-critical messages protected with authentication 
methods are very sensitive to flooding attacks, where an 
attacker within the network (e.g., a compromised device) 
floods bogus messages to consume shared network and 
computing resources and thus increases the delivery delays of 
good messages, making them fail to meet the time constraint. 

Signing messages with digital signatures increases the time of 
processing messages and the overall delay, which aggravates 
the problem. Flooding attacks can make the message delivery 
delay exceed the constraint, causing disturbances and even 
catastrophic consequences to the power grid.  

Flooding attacks’ effects on time-critical communications 
in the power grid have been studied in [6], but that work does 
not consider the authentication schemes required by the 
standard IEC 62351. Since most authentication schemes are 
time-consuming, the effects of flooding attacks on time-critical 
messages protected with authentication schemes are quite 
different and thus deserve a separate study. In [6], the main 
focus is on the wireless network environment and it does not 
pay enough attention to the wired network. Even though many 
studies have proposed to use wireless networks to transmit 
messages in the power system [7], [8], many electric 
substations use switched Ethernet [9]. Therefore, studying the 
flooding attacks’ effects on time-critical communications in the 
wired network is also very important, and several questions 
remain unanswered. For example, how do flooding attacks 
affect time-critical messages signed with the digital signatures 
in wireless network compared to a wired network? Is it 
possible that a very low-rate flooding attack can affect the 
delivery delay in the wired network?  

To answer these questions, we build a small substation 
network testbed that comprises a utility-grade Ethernet 
switch/router, several computers and a GPS-based time 
synchronization server to accurately synchronize the devices in 
the testbed. Then we conduct carefully designed experiments to 
explore flooding packets’ effects on time-critical messages. We 
also identify a practical intelligent flooding attack and propose 
a solution for it. To summarize, this paper mainly has the 
following contributions: 

• We experimentally study the effects of various flooding 
attacks on the delivery delay of authenticated time-
critical message both under wireless network (WiFi) 
and wired network (switched Ethernet). Different from 
previous work, this paper considers three popular 
authentication schemes: RSA, ECDSA and HMAC. 

• We identify a practical intelligent flooding attack in a 
substation system, which sends out a small number of 
bogus messages but significantly increases message 
delays. We experimentally demonstrate that this attack 
is feasible. We then design and evaluate a defense 
mechanism for this attack. 

This paper is organized as follows. Section II provides 
background on message delivery delay. Section III presents the 
experimental study about flooding attacks’ impact in wireless 
and wired networks. A practical intelligent flooding attack is 
developed and evaluated in Section IV. Section V presents a 
two-layer defense scheme for the intelligent flooding attack. 
The last section concludes this paper. 



II. PRELIMINARIES ON MESSAGE DELIVERY DELAY 
Figure 1 illustrates how a message is sent from its sender to 

the receiver. Usually, a message is generated by the sender’s 
application layer and passed down through transport layer and 
network layer to the Medium Access Control (MAC)/Physical 
layer. Then the message is transmitted to the receiver’s 
MAC/Physical layer and passed up to the application layer 
through network layer and transport layer. However, in IEC 
61850, a time-critical message (e.g., GOOSE) is directly 
passed from application layer to the MAC/Physical layer to 
reduce the delivery delay and meet the time constraint. Since 
this paper focuses on time-critical messages, we assume that all 
messages considered in this paper are passed directly from a 
client’s application layer to its MAC/Physical layer and vice 
versa. Authentication is done at the application layer before the 
message is passed down at the sender and before the message 
is passed up at the receiver. Thus authentication can be seen as 
a thin sub-layer between the application layer and the 
MAC/Physical layer. 
 Message delivery delay is defined as the elapsed time from 
the moment a message is generated at the sender application to 
the moment the message is accepted by the receiver 
application. As illustrated in Fig. 1, it contains three main parts: 
the processing time at the sender, the network delay, and the 
processing time at the receiver. The processing time at the 
sender, ts, is the time between when a message is generated at 
the sender application to the time that the message arrives at 
the sender’s network interface, including signature/HMAC 
generation time. The network delay tN is the time needed for 
the message to move from the sender’s network interface to the 
receiver’s network interface. The processing time at the 
receiver tR is the time between the arrival of the message in the 
receiver network interface and the time the packet is accepted 
by the receiver application. It includes signature/HMAC 
verification time. Overall, the delivery delay can be denoted as: 

S N Rdt t t t= + +                                           (1) 
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III. EXPERIMENTAL STUDY OF FLOODING ATTACKS 
An attacker can increase the delivery time of a time-

critical message by contending for both the sender’s and 
receiver’s CPU cycles, and network channels. In this section, 
we experimentally explore different flooding attacks’ impact 
on time-critical communications in wireless and wired 
networks. 

A. Design of the Experiments 
In order to know how flooding attacks affect the delivery 

delay, we measure the delays between the sender application 
and receiver application and observe how they change with 
attacks. To eliminate the time difference between these 
devices, a GPS-based time synchronization server is used to 
synchronize the sender’s and receiver’s clocks. The sender 
application records its current local time t1 after generating a 
message. When the receiver application accepts the message, it 

records its current local time t2. Then the delivery delay is 
calculated as t2 - t1. 

The attacker can target three parts to increase the delivery 
delay: the processing time at the sender, the network delay, and 
the processing time at the receiver. To study flooding attacks’ 
effect on each part, we consider both MAC/Physical-layer 
flooding and application-layer flooding aimed at sender and 
receiver. In MAC/Physical-layer flooding, there is no 
application-layer process at the sender or receiver waiting for 
the flooded packets, and thus the flooded packets will not go to 
the application layer, but only consume network channels and 
increase the network delay tN. In application-layer flooding, the 
flooded packets will be processed at the application layer 
similar to a good packet (e.g., signature verification), which 
will consume the target’s CPU cycles and increase the 
processing time in addition to increasing the network delay tN. 
As required in IEC 61850, all time-critical messages in our 
experiments are passed directly between the application layer 
and the MAC/Physical layer. Both the flooding packets and 
legitimate packets will be authenticated (flooding packets’ 
authentication code is incorrect). We mainly study three 
different authentication schemes: RSA, ECDSA and HMAC, 
which have been required by standards or suggested by 
previous research work as discussed in Section I. For each 
scheme, we develop the following types of flooding attacks: 
MAC/Physical-layer flooding attacks to the sender or receiver, 
and application-layer flooding attacks to the sender or receiver. 
For application-layer flooding to the sender, a dedicated 
program is run on the sender to process the flooding packets 
(i.e., verifying the authentication code of incoming packets). 

B. Implementation of a Substation Network Testbed 
To implement our experiments, we build a small substation 

communication network testbed as shown in Fig. 2. The utility-
grade Siemens RUGGEDCOM RS900w Ethernet switch/router 
is used here to build the switched Ethernet and wireless LAN 
(WiFi). The RS900w is designed for use in electric substations, 
supporting standard IEC61850 and equipped with the SNTP 
time synchronization function. Three laptops in the testbed act 
as the sender and the receiver of time-critical messages and the 
attacker respectively. The sender and the receiver are both 
implemented on Dell Latitude E6440 with Intel core i7-4610M 
CPU (3GHz). The attacker is an Acer C720 with Intel Celeron 
2957U (1.40GHz 2× ). The GPS-based time synchronization 
device (Brandywine Communications NTV-100RG) is used to 
synchronize the time of these laptops. The time-critical 
communications and flooding attacks are implemented using 
the C++ programming language. 

C. Experiments in the Wireless Network 
1) Experiment Results of RSA 

MAC/Physical layer flooding    We first study the effects 
of MAC/Physical layer flooding attacks when RSA is used as 
the authentication method for time-critical messages. The 
attacker floods bogus packets to the sender and the receiver 
respectively at different rates (unit: packet/second). The results 
are shown in Fig. 3. We use complementary cumulative 
distributed function (CCDF) to show the packets’ delivery 
delay distribution. The X-axis is the message delivery delay in 
millisecond and the Y-axis is the percent of the packets whose 
delay time is at or above the value specified by the X-axis. 
 From Fig. 3, we can see that the delivery delay increases as 
the flooding rate increases in both flooding attacks. For 
instance, as shown in Fig.3 (b), when there is no attack, almost 



all of the packets can be delivered in 10ms. However, 40% of 
packets’ delivery delay exceeds 10ms when flooding rate is 
100 packets/second and almost 75% of packets’ delay exceeds 
10ms when flooding rate is 1000 packets/second. This is 
because there is only a single collision domain in WiFi 
networks and the flooded packets consume much of the shared 
network channel so that legitimate packets have to wait a 
longer time to get the shared channel. As a result, the network 
delay Nt  will be significantly increased if the attacker floods 
many packets to compete for the network channel. 

 
  (a) Flooding to the sender                  (b) Flooding to the receiver 

Fig. 3. MAC/Physical-layer flooding attacks in wireless network with RSA 
as the authentication scheme 

 
Fig. 4. Comparison of MAC/Physical-layer and application-layer flooding 

attacks in wireless network with RSA as the authentication scheme 

MAC/Physical-layer vs application-layer flooding    
Different from MAC/Physical-layer flooding, application-layer 
flooding packets not only increase the network delay by 
competing for the shared wireless channel but also increase the 
processing time at the sender/receiver by contending for its 
CPU cycles of processing packets. To evaluate these two 
factors, we run application-layer flooding attacks to the 
receiver and compare the results with those of MAC/Physical-
layer flooding to the receiver in Fig. 4. The X-axis is the 
flooding rate in packets/second and Y-axis is the average 
delivery delay. From the results, it can be seen that the delivery 
delay under application-layer flooding attacks is only slightly 
higher than MAC/Physical-layer flooding attacks. As shown in 
Fig. 4, when the flooding rate is 100, the average delay under 
MAC/Physical-layer flooding attacks is about 13.5ms and the 
average delay under application-layer flooding attacks is about 
14.5ms. When there are no flooding attacks, the average 
delivery delay is 5.5ms. Based on the above data, it can be 
inferred that in application-layer flooding most of the extra 
delay (8ms) comes from increase in the network delay Nt  and 
only a small portion of extra delay (1ms) comes from increase 
in the processing time. Therefore, in wireless networks, the 
extra delay caused by application-layer flooding is mainly from 
the increase of network delay. 

2) Experiment Results of ECDSA and HMAC 

MAC/Physical layer flooding    We also run experiments to 
study the effects of MAC/Physical-layer flooding attacks when 
ECDSA and HMAC are used as the authentication scheme.  

The results are shown in Fig. 5 and Fig. 6. The results have 
similar trends with RSA. 
MAC/Physical layer vs application-layer flooding    We also 
compare the effects of the MAC/Physical-layer and 
application-layer flooding attacks when ECDSA and HMAC 
are used as the authentication scheme. The results for ECDSA 
are shown in Fig. 7. Similar to the RSA case, the delay increase 
mainly comes from network delay. The results for HMAC are 
similar but not shown here due to the space limitation. 

  
             (a) Flooding to the sender          (b) Flooding to the receiver 

Fig. 5. MAC/Physical-layer flooding attacks in wireless network with 
ECDSA as the authentication scheme 

  
  (a) Flooding to the sender             (b) Flooding to the receiver 

Fig. 6. MAC/Physical-layer flooding attacks in wireless network with 
HMAC as the authentication scheme 

 
Fig.  7. Comparison of MAC/Physic-layer and Application-layer flooding 

attacks with ECDSA 

D. Experiments in Wired Network 
In this section, we study the effect of flooding attacks on 

the delivery delay in a switched Ethernet. In particular, we 
perform application-layer flooding attacks to the receiver. The 
experimental results when RSA and ECDSA are used as the 
authentication scheme are shown in Fig. 8. The results show 
that even very high-rate flooding attacks have no obvious 
impact on the delivery delay. For the results of RSA, the 
flooding attack with flooding rate 1000 packets/second only 
induces about 0.14ms extra delay.  
 Unlike the wireless network with only one shared network 
channel, in switched Ethernet, there is one network channel for 
each device. Thus, devices do not have to compete for the same 
channel and thus the flooding packets do not affect the network 
delay of time-critical messages much. Also, the flooding 
packets do not increase the receiver’s processing time very 
much. This is because there is some idle time between the 
processing of two arrived legitimate packets. When the attacker 
launches the flooding attacks, he has no knowledge when the 



receiver is idle or busy. Most flooding packets arrive during the 
idle time. These flooding packets would have already been 
processed when the next legitimate packet arrives, and hence 
the legitimate packet does not have to wait in the queue. To 
have impacts, the flooding rate needs to go even higher, which 
is not very practical or can be easily detected. 

  
(a) RSA                                           (b) ECDSA 

Fig. 8. Application-layer flooding attacks to the receiver 

IV. AN INTELLIGENT FLOODING ATTACK 
From the aforementioned experimental results, it can be 

seen that periodic flooding attacks have no obvious effect on 
the delay of time-critical communications in switched Ethernet 
unless the flooding rate goes extremely high. However, this 
does not mean that flooding attack is not an issue at all for 
time-critical communications in substation networks built upon 
switched Ethernet. In this section, we propose an intelligent 
attack that floods a small number of packets at the right time 
and can still significantly increase the delay of time-critical 
messages. Note that a low-rate flooding is preferred by the 
attacker since it increases the chance of being undetected.  

A. Intelligent Flooding Attack 

Intuitively, the most efficient way is to make the flooding 
packets arrive right before the legitimate packet so that the 
legitimate one has to wait in the queue until all the flooding 
packets have been processed. The legitimate packet’s waiting 
time depends on how many flooding packets are queued before 
it. Ideally, the waiting time of the legitimate packet is nT, 
where n is the number of flooding packets arriving right before 
the legitimate packet and T is the processing time of each 
packet. 
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Fig. 10. Illustration of an intelligent flooding attack for substation network 

To achieve this goal, the attacker must know when the 
time-critical message (e.g. trip command sent from a controller 
to a circuit breaker) will be transmitted. A naive method to get 
this information is to monitor the traffic between the sender 
and the receiver. However, when the attacker in the network 
observes the trip message on the network, it is too late and 
there is not enough time for the attacker to send flooding 
packets so that they can arrive before the trip message. 

 
(a) RSA                                            (b) ECDSA 

Fig. 11. Effects of intelligent flooding attacks 

 We observe that in an electric substation, the trip message 
is usually triggered by another event (e.g., current being too 
high). Thus if the attacker can observe that triggering event 
then it can reliably predict the subsequent sending of a trip 
message and send flooding packets right before the trip 
message. Let us consider a substation system with a topology 
shown in Fig. 10, which is also described in part 7 of the IEC 
61850 standard [10][11][12]. In this system, the controller first 
analyzes the received (abnormal) measurements from the 
current/voltage transformers (CT/VT in the figure), determines 
the control action, and then sends the command message to the 
breaker. The control decision made by the controller is based 
on the measurements received from the transformers. For this 
process, the attacker can infer whether some critical message 
will be sent from the controller to the breaker by monitoring 
the traffic between the transformer and the controller (currently 
in many substations this communication traffic is not 
encrypted1). It is not hard for the attacker to derive whether the 
transmitted measurements are normal. Usually, the 
measurements such as voltage and current stay in a specific 
range and have no sharp change. The attacker can infer 
whether a measurement is normal by comparing the past 
observations. If some abnormal measurement is transmitted 
from the transformer to the controller, there is a high 
probability that the controller will trigger a trip message after 
analyzing the measurements. Since it will take some time for 
the controller to do the analysis and to transmit the command 
to the breaker, the attacker has relatively enough time to flood 
some packets to the circuit breaker and ensure that the packets 
arrive slightly before the trip message. These flooding packets, 
even if not many, will cause a significant delay. 

B. Implementation and Experimental Results 

To demonstrate the feasibility of this attack, we 
implemented the attack in our testbed. Four laptops act as the 
transformer, controller, breaker, and attacker respectively.  The 
transformer sends emulated measurements to the controller 
periodically. The controller does analysis based on the received 
measurements and then issues a command to the breaker. The 
attacker works in the promiscuous mode and monitors the 
network traffic to detect the sending of abnormal 
measurements from the transformer to the controller. We 
assume that the attacker knows the time needed by the 
controller to analyze the measurements and issue the trip 
command (in practice the attacker can get an estimate based on 

                                                             
1 Even if the data in the measurement messages is encrypted, an intelligent 

attacker might still be able to determine when time-sensitive messages are 
being sent. For instance, normal transformer measurements are periodically 
sent at a certain interval, but a critical measurement may need to be sent 
immediately and not wait until the next interval. Because of this, an attacker 
could analyze the timing between messages and begin the attack when she 
sees an anomaly in the time of measurement being sent. 



past observations of when the command is sent out after 
receiving the measurements). In our experiment, this time is 
4ms when RSA is used to authenticate the command message. 
When the attacker monitors that a measurement message is 
sent, it waits about 3.8ms and then floods packets so that the 
flooding packets arrive to the breaker slightly before the 
legitimate packet. We do not consider background traffic here 
since our experiments in previous sections showed that other 
traffic do not affect the communication delay much in switched 
Ethernet. Since the increase in network delay is negligible, the 
increased delay caused by flooding packets should be the 
waiting time of legitimate message.  

The experimental results are shown in Fig. 11. The results 
show that one flooding packet can induce about 0.12ms extra 
delay. It is a very effective attack. In our experiments, for both 
RSA and ECDSA, two flooding packets can make the delivery 
delay exceed the time constraint 3ms.  

V. A DEFENSE MECHANISM AGAINST INTELLIGENT 
FLOODING ATTACK 

 We propose an approach to effectively defend against 
intelligent flooding attacks. We must weaken an attacker’s 
ability to detect when the transformer is sending abnormal 
measurements which could signify a “trip” event at the breaker. 
Note that an intelligent attacker would be able to detect the 
sending of abnormal measurements by simply comparing the 
measurement value (e.g., current) with its normal range if the 
message is not encrypted, or in case of encryption monitoring 
the sending time of measurement to see if it violates the 
periodic schedule. Our idea is to inject bait messages from the 
transformer to the controller, so as to deceive the attacker into 
launching flooding attacks, and then we can detect the attack 
based on the timing of flooded packets and the timing of bait 
messages. 

A. Bait Message-Based Detection 

Our defense mechanism involves sending bait messages 
from the transformer to the controller at random times. These 
bait messages are simply phony abnormal measurements. From 
the abnormal measurement values or the random timing of 
message sending, the attacker will think that these messages 
will cause sending of time-critical control command (e.g., 
tripping) from the controller to the circuit breaker. Thus the 
attacker will launch the intelligent attack and flood packets to 
the circuit breaker. To prevent the controller from accepting 
bait messages as real measurement messages, the transformer 
can intentionally attach a wrong message authentication code 
(MAC) to bait messages. When the controller receives a bait 
message, it checks the MAC with the secret key shared with 
the transformer and finds that the MAC is incorrect. Then it 
knows that it is a bait message and discards it without further 
processing. (Note that good measurement messages have 
correct MAC and thus will not be identified as bait messages.) 
There is no need to send a secondary bait control message from 
the controller to the breaker because, as mentioned earlier, an 
attacker would not be able to sniff this message fast enough to 
effectively act upon it. The attacker is not able to check 
whether the MAC is correct or not since it does not know the 
secret key shared between the transformer and the controller. 
Thus the attacker cannot tell if a message is bait message from 
the MAC.  

Intuitively, the flooding packets sent to the breaker can be 
identified by their receiving time (which should be almost the 
same as the sending time in switched Ethernet) which is shortly 

after the bait messages. There is a possibility, however, that 
some other nodes might send legitimate packets to the breaker 
during this critical time just by coincidence. Thus we need to 
differentiate such nodes from the attacker. To address this, we 
propose a simplistic statistical measure to determine if a series 
of packets have come from an attacker or a benign node. Let 
the duration of the time-critical window be α, i.e., the period of 
time in which receiving a packet at the breaker could delay the 
delivery of a trip command message. Let the average time 
interval between bait messages be λ. If a message is received 
by the breaker, the probability of being received during the 
critical window is simply α/λ. In a simple case, if at least one 
packet from the same sender is received in the critical window 
χ times in a row, the probability of this happening by 
coincidence drops exponentially. In this simple case, using 
probability theory, we can model the probability of the sender 
being an attacker (i.e., not by coincidence) as: 

P(A) = 1 – (α/ λ)χ 
 Figure 12 shows a few realistic values for λ and χ, with α 
being held at 5ms. We can see that most of the time, just two 
consecutive instances of an attacker “taking the bait” are 
enough to reach greater than 90% probability of an attack. If λ 
is larger (i.e., the case in practical deployment), the probability 
will be much higher which means easier detection of attacker.  

 
Fig. 12. Probability of being an attacker in a simple scenario 

 The simple case described above assumes that the attacker 
sends packets during every critical window. If an attacker 
wishes to hide himself from a statistical analysis of his 
communications, he may send some benign packets (i.e., 
packets not arriving at the breaker during a critical window) to 
the breaker. To further hide himself, an attacker may not send 
flooding packets every time the opportunity presents itself (i.e., 
upon every bait message). Suppose in each detection epoch, n 
is the total number of packets sent by the attacker, and k is the 
number of packets from the attacker that arrived in a critical 
window. Then the probability of the sender being an attacker 
can be derived using binomial distribution: 

 
Then we can set a threshold (e.g., P(A) > 0.5) for attacker 
detection. If P(A) is higher than the threshold, the sender is 
classified as an attacker. The detection periodically runs after  
every epoch. For good nodes, since α/λ is usually small and k is 
also expected small, the chance of false detection should be 
low. 

B.  Implementation and Experimental Results 

 We implemented a prototype defense system on our small 
testbed and then performed experimental evaluations. We 
performed a total of twelve different attacks on our system 
using different parameters for both defense and attack methods. 
The parameters we chose to manipulate were the number of 
benign packets sent by the attacker during the attack, the 
percentage of bait messages for which the attacker floods 
packets, and the time interval between bait messages. We fixed 
the critical window size at 5 milliseconds and the detection 
epoch at 30 seconds. Figure 13 shows our system’s detection 



assurance (assurance level meaning the chance that the sender 
is an attacker) while the attacker sends increasing levels of 
benign packets to hide himself. We held all variables constant 
except the number of benign packets sent. As the attacker 
sends more benign packets, the detection assurance drops. 
However, for the detection assurance to drop down to 81.4%, 
the attacker must send nearly 68 benign packets every second, 
which is an easy-to-detect anomaly. 
 Next, while holding all other variables constant, we steadily 
increased the percentage of critical windows attacked. That is, 
the attacker would only “take the bait” a specific number of 
times. Figure 14 shows the results. As expected, the more times 
the attacker takes the bait, the easier he/she is to detect. 

 
Fig. 13. (Left) Defense effectiveness while increasing benign packets. 

Epoch=30s, a=5ms, bait interval = 3s. 
Fig. 14. (Right) Defense effectiveness with increasing attack percentage. 

Epcoh=30s, a=5ms, bait interval = 3s. 
 Figure 15 shows the effects of the average time between 
bait messages. Again, holding all other variables constant, we 
perform the same attack while varying the duration of time 
between bait messages. It can be seen that as the bait messages 
become sparser, the attack becomes easier to detect. 
 It is not only important to have a good attacker detection 
rate, but also a low probability of misclassifying a good user as 
an attacker. To measure this, we created a user which sends 
randomly-timed packets at varying rates, and measured the 
attack detection assurance for each rate. Figure 16 shows that 
while sending ~3.3 packets/second, a normal client only 
achieves a 22.1% likelihood of being an attacker. The fewer 
packets/second a good client sends, the less likely he is to be 
classified as an attacker. 
 For these cases, if we set the detection threshold as 0.5, all 
attacks can be detected and the false detection rate is 0. 

 
Fig. 15. (Left) Defense effectiveness with increasing duration between bait 

messages. Epoch=60, a=5, ratio of attack packets to benign = 0.0133 
Fig. 16. (Right) Good user’s percentage of being classified as an attacker. 

VI. RELATED WORK 
Much work has been done recently about time-critical 

communications security in the smart grid [13]-[17]. Kush et 
al. [14] perform a GOOSE poisoning attack by getting the 
receiver to accept the attacker’s message with high sequence 
number and thus ignore the sender’s legitimate messages.  

Hoyos et al. [15] study how to capture and modify the GOOSE 
message. Lu et al. [16], [17] study how jamming attacks affect 
time-critical communications. However, none of the above 
work studies flooding attacks. In [6], we study how the 
flooding attacks affect time-critical messages, but that work 
does not consider message authentication. They derive one-
way delay by halving the round-trip delay, which is not as 
accurate as GPS-based time synchronization in this paper. Also 
that work does not address the intelligent flooding attack.  

VII. CONCLUSION 
We studied how flooding attacks affect the delivery delay 

of authenticated time-critical messages in electric substation 
networks via experiments. Results showed that periodical 
flooding attacks can easily increase message delivery delays in 
wireless networks but fail to do so in switched Ethernet. We 
identified an intelligent attack that can significantly increase 
message delays in switched Ethernet with a very small number 
of flooding packets, and designed a solution to address it. 
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