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Introduction

• Many people use mobile phones 
to take photos

• Problem: an unexpected stranger 
may be included in the photo, 
which can breach his privacy

• Our solution: We propose a 
system called PrivacyCamera to 
protect the privacy of a stranger 
who is accidentally included in a 
photo taken by mobile phones
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(a) A stranger is included when the
photographer pictures a building

(b) A stranger is included when the
photographer pictures a target person



Introduction

• Contributions

– The first mobile system which can notify nearby strangers of the possible 
inclusion in a photo when the photo is being taken, give them an option 
to opt out, and blur a stranger’s face upon his request

– A location-based stranger determination scheme to determine if a 
stranger is in the photo or not based on his relative location to the 
photographer and the heading direction of the camera, and theoretically 
analyze its effectiveness

– A Gaussian Blur-based face blurring scheme that can smoothly blur a 
stranger’s face with minimal negative effect on the quality of a photo

– A prototype system on Nexus 5 phones, and evaluate the system’s 
performance and cost using experiments
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System Design

• Intuition: Cooperative privacy protection

• Considered scenarios:

– The target of a photo is not a person but something else such as a 
building. One stranger is accidentally included in the photo, and he may 
or may not want his face to be blurred

– The target is a person. One stranger accidentally appears in the photo, 
and he may or may not want to blur his face

• Challenge: how to detect if a stranger who requests face blurring is 
included in the photo or not
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System Design

• The Architecture and Workflow of PrivacyCamera
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System Design

• GPS-based Stranger Determination

– Camera’s heading direction 𝛽

– Stranger’s relative direction to the 
photographer 𝛼

– Relative angle from the stranger to the 
camera (denoted by δ) as δ = |𝛽 − 𝛼|, if 
δ ≤ 𝛾/2 , the stranger is in the photo, 
and vice versa
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System Design

• Face Blurring

– Using Gaussian Blur to mask the identifiable features of a face without 
reducing the quality of the photo much
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(a) Pixel coordinate in
an image

(b) Original color 
values for each pixel

(c) Original weight 
values for each pixel

(d) Blurred color values 
for each pixel



System Design

• Face Blurring

– The larger the blur radius, the stronger the blur effect
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(a) Without blurring (b) Blur radius=30



System Design

• Analysis on the Effectiveness of 
Protection
– The true protection rate depends on a 

few factors: GPS accuracy r, the 
horizontal view angle of the camera 𝛾, 
the real distance between the stranger 
and the camera d, and the real relative 
angle from the stranger to the camera δ

– Since 𝑟 and 𝛾 depend on the device, we 
can consider these two parameters as 
constants

– GPS accuracy 𝑟 = 5 meters and 
horizontal view angle of the camera 𝛾 = 
60°on Nexus 5 phone
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Implementation

• We implemented a prototype system on Nexus 5 phones

• The system uses Android 5.1.1 OS and Android 4.3 APIs
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Evaluations

• Experimental Methodology

– The experiments are conducted outdoors on the campus of the University 
of Arkansas under fine weather

– Using standard GPS instead of assisted GPS (A-GPS) for location 
acquisition

– Each test is done at a different location

– No zoom in and zoom out the rear-facing camera, and just use the default 
focal length
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Evaluations

• Face Detection Test

– Faces can be successfully detected when the distance between the 
person and the camera is within 10 meters at any relative angles, but 
cannot be detected when the distance is over 11 meters

– Even under dark lighting conditions, the face detection module can 
effectively detect the face in photos
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Evaluations

• True Protection Rate In Scenario 1 and Scenario 2

• False Protection Rate in Scenario 1
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Relative Angle To Camera

0° 15° 30°

True Protection Rate (d=5m) 70% 60% 50%

True Protection Rate (d=10m) 90% 70% 60%

Relative Angle To Camera

30° 60° 90° 120° 150° 180°

True Protection Rate (d=5m) 50% 20% 0% 0% 0% 0%

True Protection Rate (d=10m) 40% 0% 0% 0% 0% 0%



Evaluations

• Cost Evaluation

– Communication Delay (5 meters: 188ms, 10 meters: 193ms)

– Running Time of Blurring Faces

– Power Consumption
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Distance Blur Radius

10 20 30

5 meters 4ms 7ms 13ms

10 meters 2ms 4ms 7ms

Test Application Operation Average Energy Usage (J)

Google Maps Search for 1 location 2.4

Chrome Visit 1 web page 1.4

PrivacyCamera Conduct 1 conversation 0.12

PrivacyCamera Blur 1 face 7.5



Conclusion and Future Work

• Conclusion

– The system can accurately detect the stranger and blur his face to protect 
his privacy in the considered scenarios

• Future Work

– Considering more complex scenarios with multiple strangers in the photo 
and multiple strangers who are not in the photo but nearby

– Exploring solutions that do not depend on GPS locations
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Thanks!
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Appendix

• GPS Accuracy Test

– The average accuracy is about 5 meters, and in 66% of the tests the 
accuracy is no more (i.e., not worse) than 5 meters

18


