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Abstract—Cloud computing is attracting increasing attention
since it enables clients with limited computing resources to
perform and complete large-scale computations. However, it
also comes up with some security and privacy concerns and
challenges, such as the input and output privacy of the client,
and cheating behaviors of the cloud. Motivated by these issues
and focused on engineering optimization tasks, we study secure
outsourcing of large-scale nonlinear programming, which has
not been investigated before. Specifically, a secure and efficient
transformation scheme is employed to protect both input and
output privacy of the client, and corresponding detailed proofs
and analysis are also provided. We apply the reduced gradient
method to solve the encrypted nonlinear programming problem
in the cloud side. We conduct experiments to measure perfor-
mance of the designed outsourcing protocol, and the results show
the practicability of the proposed mechanism.

I. INTRODUCTION

Nowadays, the term “big data” is no longer just a fantasy
definition; it is becoming increasingly important and practical
in various kinds of areas, including people’s daily lives, aca-
demic research community, and business development [1]. In
the meantime, the data collected every day via medical sensor
devices, social media and networks, individual interactions
with the computers, mobile phones, retail selling information,
and all other channels is experiencing an unprecedented grow-
ing speed, which provides huge amount of potential useful
information and value. For example, analysis of a patient’s
characteristics, received cure efficacy, and health record can
give the most clinically- and cost-effective treatment plan [2];
by extracting the search history and online activities of indi-
viduals, an e-commerce company can improve the accuracy
of its recommendation system and targeted advertisement [3];
electrical utilities can optimize the power transmission lines
based on the power consumption data provided by substations
[4]; bank and financial institutes are able to detect illegal
transactions and credit card fraud behaviors with the assistance
of data analytics tools [5]. However, it is very challenging for
individuals and local corporations to process such large-scale
data due to limitation of the resource configurations.

Fortunately, cloud computing enables resource-constrained
clients to deal with computation-intensive tasks through the
pay-per-use business model, making them no longer limited
by weak computation capabilities [6]. Clients with low com-

putation power will have the option to outsource their tasks
to the cloud sever with literally unlimited resources, and the
cloud service can be easily reached through mobile phones,
computers, and wireless sensors, etc. However, every coin
has two sides. Many challenges and concerns have also been
introduced despite enormous benefits brought by the cloud
server [6 - 10]. The first challenge induced by the outsourcing
paradigm is data privacy, including both input privacy and
output privacy [11 - 13]. It is of high possibility that the input
of the client includes sensitive and valuable information, which
should be kept hidden from the third party. For example, the
data owned by the clients may include financial records or
private personal information, so leakage of these data may
cause asset loss or credit crisis. As a result, encryption of these
sensitive information before outsourcing to the third party is
considered as an effective way to address this issue. It is
obvious that a secure encryption scheme should protect the
data as much as possible and prevent third-party learning of
the data content. Another issue that should be taken good care
of is verifiability of the result returned by the cloud server
[14, 15]. Usually it is impossible for a client to know the
computation procedures at the cloud server, so the correctness
of the computation is unclear to clients. For instance, if the
cloud sever is under attack during the computation period or
suffers from software failures, it might return false results. It
is also possible that the cloud returns a random result to avoid
the intensive computations to save computation resources from
the economy perspective [14]. In other words, the cloud side
is considered untrusted and the outsourcing scheme should be
able to check the correctness of the result. Furthermore, the
computation by the cloud should be efficient. Typically the
time needed to solve the original problem through offloading
it to the cloud should be far less than the time needed for the
client to solve the problem by itself [13 - 16]. Otherwise it is
not necessary to offload the tasks to the cloud.

Motivated by engineering computing and optimization
problems, we focus on investigating efficient and practical
mechanisms for outsourcing large-scale nonlinear program-
ming problems (NLP), which have not been studied before.
NLP is a general optimization problem [17, 18], and has many
applications in both academic and industry communities. For
instance, finding the best score function in Bayesian networks
to make decisions is a typical NLP optimization problem [19].
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Moreover, in the deep learning area, one of the hottest research
areas in recent years, researchers are always willing to find
the optimal solution for their loss function in the end, which
can also be transformed to be an NLP [20]. Furthermore,
nonlinear optimizations problems are born naturally, such as
the industrial optimal scheduling strategy, the minimum cost
of transport and logistics, and so forth [17, 18]. Solving
large-scale NLP is quite computation-intensive and it is very
challenging for resource-constrained clients to perform. In this
paper, we propose a secure scheme to offload large-scale NLP
computation in the cloud side while the clients can keep private
information locally. To the best of our knowledge, secure
outsourcing of NLPs has never been addressed before and this
work is the first.

In this paper, we demonstrate a secure and efficient out-
sourcing protocol to solve large-scale NLPs. More specially,
clients can generate random vectors and matrices and perform
mathematical transformation to protect their information pri-
vacy. We show that the transformed NLP is computationally
indistinguishable from the original one, which means that even
the cloud server cannot extract any private information. At the
cloud side, the reduced gradient method is employed to solve
the NLP, which is experimentally proved to be efficient and
practical. Finally, the client will receive the solution from the
cloud server and verify it.

The main contributions of this paper are summarized as
follows:

• For the first time, we identify and formulate the non-
linear programming problem, an efficient and prac-
tical protocol is designed to secure outsourcing this
problem in the cloud server.

• For the proposed outsourcing protocol, the input pri-
vacy and output privacy of the client can be protected
without information leakage. The protocol also pro-
vides an efficient mechanism for the client to verify
the result returned from the cloud.

• Experiments are done to evaluate the performance of
the proposed mechanism, and the results show that
significant time savings can be achieved for clients.

The rest of the paper is organized as follows. Section II
gives a brief introduction of the outsourcing system model
and some security definitions. Section III describes how to
use transformation mechanism to protect the original NLP
and formal proofs are given in detail. Section IV applies the
reduced gradient method to solve the outsourced encrypted
NLP. Performance evaluations of our protocol are presented
in section V. Related work is reviewed in section VI. The
paper is concluded in section VII.
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Fig. 1. System model for outsourcing large-scale NLP.

II. PROBLEM FORMULATION

A. NLP Formulation

In general, NLP with the linear constraints has the follow-
ing form expressed as [17, 18]:

P1 : Minimize f(x)
subject to Ax = b (1)

x ≥ 0

where f(x) is a nonlinear function, A ∈ Rm×n and b ∈ Rm×1
are linear constraints. x ∈ Rn×1 is a vector variable
(x1, x2, x3, ..., xn)

T

NLP with linear constants is a general optimization task,
which arises naturally in many application scenarios. Taking
the Walmart products transportation as an example, and you’re
a manager given a combination of labor work supplements,
different types of transportation tools, required delivery dates,
or insurance purchase, etc. The goal is to find the most cost
effective way to regulate your transportation plan, which can
be usually transformed as a NLP. Here the transportation
cost is the objection function with the nonlinear form, and
resources available by the manager are limited by the company
which can be transformed to a system of constraints. Another
example is that the telecommunication company would like
to build base stations to guarantee communication quality
in a city, and where the positions of these base stations be
located can best meet standards is also treated as a nonlinear
optimization problem. In this article, we choose to solve the
NLP with the linear constraints, and we will deal with the
nonlinear constraint NLP in future work.

B. Outsourcing System

As mentioned before, the clients would like to outsource
large-scale NLPs to the cloud server due to limited compu-



tation power. The outsourcing system between the client and
cloud server is shown in Fig.1.

The cloud server is considered as a malicious or untrusted
party, and will try to extract the private information of the
client. Thus secret keys are generated by the client to protect
the privacy of the original NLP problem, and an encrypted
form of NLP is sent to cloud. The cloud server receives the
encrypted NLP and returns the solution after finishing the
computations. After receiving the returned results, the client
can first verify its correctness, and then decide to reject or
accept it. If the returned result is proved to be correct, the
client will decrypt it and treat it as the optimal solution.

C. Security Definition

Considering P1, it can be seen that the coefficient matrix
of the constraints A and b may contain sensitive information
referring as input information that should be hidden from
the cloud. In addition, the optimal solution x∗ termed as
the output information should also be protected. Motivated
by the above privacy protection challenge, the concept
of computational indistinguishability [21] is adopted for
designing our scheme.

Before introducing the computational indistinguishability,
we first give the definition of probability ensembles as
followings [21].

Definition 1: Let I be a countable set. A probability
ensemble indexed by I is a collection of random variables
{Xi}i∈I .

I can be either nature numbers N or an efficiently
computable subset {0, 1}n , and with this definition we can
formally show what computational indistinguishability means
for two ensembles.

Definition 2: Two probability ensembles X = {Xn}n∈N
and Y = {Yn}n∈N are computationally indistinguishable,
denoted by X

c≡Y if for every probabilistic polynomial-time
distinguisher D there exists a negligible function neg(·) such
that

|Pr[D(Xn) = 1]− Pr[D(Yn) = 1]| ≤ neg(·) (2)

where the notation D(Xn) means that x is chosen according
to distribution Xn and D(x) is run. D(x) will output 1 if the
distinguisher D determines that x is not from the ensemble
Xn otherwise 0.

The definition of computational indistinguishability
between two ensembles can also be extended to two matrices
which consist of multiple samples of ensembles.

Definition 3: Let X ∈ Rm×n be a matrix with its
ith row ∀i ∈ [1,m] or jth column ∀j ∈ [1, n] be a probability
ensemble. Matrices X and Y ∈ Rm×n are computationally
indistinguishable denoted by X

c≡Y if for any probabilistic
polynomial time distinguisher D there exists a negligible
function neg(·) such that

|Pr[D(X) = 1]− Pr[D(Y) = 1]| ≤ neg(·) (3)

where the notation D(X) means xi,j is chosen from the matrix
X for ∀i ∈ [1,m],∀j ∈ [1, n] and D(xi,j) is run. Distinguisher
D will output 1 when it determines xi,j is not chosen from
matrix X and 0 otherwise.

III. SECURE TRANSFORMATION SCHEME

A. Output Privacy Protection

A randomly generated vector r ∈ Rn×1 can be used to
protect the variable vector (x1, x2, x3, · · · , xn)T in P1 which
is expressed as the following:

P2 : Minimize f(x+r)
subject to A(x+r) = b + Ar (4)

x ≥ 0

Vector r ∈ Rn×1 is randomly generated with its elements sub-
ject to uniform distribution and the corresponding probability
density function is expressed as:

fr(ri) =


1

2c
0 < ri < 2c

0 otherwise
(5)

where c is a positive constant, and ri, i ∈ [1, n] is the ith
element of vector r. Next we will obtain Theorem 1 that the
vector r and z = x + r are computationally indistinguishable.

Theorem 1: Let ri, i ∈ [1, n] be a random vector with
its elements uniformly distributed in the interval (0, 2c) for
∀i ∈ [1, n]. Then vectors r and z = x+ r are computationally
indistinguishable.

Proof: In order to prove the computational indistinguishability
between vectors r and z, we need to show for any polynomial-
time distinguisher D, it is unable to discriminate zi from ri
for any ∀i ∈ [1, n] except with negligible success probability,
where zi is the ith element of the vector z and ri is the ith
element of the vector r . The distinguisher D is chosen with
the following rules: for any element x chosen from vector r
or z, if x is within the range (0, 2c) , D will output 0 or 1
with the same probability 1/2; If x is in the range [−∞, 0]
and [2c,+∞] , D will only output 1. It is reasonable that
distinguisher D observes the above rule since x might be
either from the random vector r or the encrypted vector z if it
is in the range (0, 2c) , however, if x is not within the range
(0, 2c), thus we can conclude that this element must be from
the encrypted vector z . Suppose the element zi = xi + ri is
chosen from the encrypted vector z, the success probability
of the distinguisher is expressed as:

Pr[D(zi) = 1] =
1

2
Pr[0 < xi + ri < 2c]

+ Pr[xi + ri ≤ 0] + Pr[xi + ri ≥ 2c]

=
1

2
[1− Pr[xi + ri ≤ 0]− Pr[xi + ri ≥ 2c]]

+ Pr[xi + ri ≤ 0] + Pr[xi + ri ≥ 2c]
(6)



Here we assume that xi is in the range [−K,K], and we have
that
Pr[xi + ri ≥ 2c] = Pr[ri ≥ 2c− xi] ≤ Pr[ri > 2c−K]

=
K

2c
(7)

and we also have
Pr[xi + ri ≤ 0] = Pr[ri ≤ −xi] ≤ Pr[ri ≤ K]

=
K

2c

(8)

Consequently, the success probability for distinguisher D to
determine zi from encrypted vector z is expressed as the
following:

Pr[D(zi) = 1] ≤ 1

2
+
K

2c
(9)

On the other hand, suppose the element ri is chosen from the
random vector r, and it is easy to obtain the success probability

Pr[D(ri) = 1] =
1

2
(10)

By taking the difference between Eq. (9) and Eq. (10), it
directly shows that

|Pr[D(zi) = 1]− Pr[D(ri) = 1]| ≤ K

2c
(11)

By comparing Eq. (2) and Eq. (11), we can get

neg(c) =
K

2c
(12)

Since we can set the value c to be any positive constant, i.e.,
c = 2m, thus we can guarantee neg(c) to be a negligible
function with the increasing of the parameter m, and thus the
proof is complete.

As discussed before, the client outsources the computa-
tional intensive NLP to the cloud server, and expects to obtain
the optimal solution x∗. According to Theorem 1, the cloud
server will not learn anything from the output result x∗ since
the cloud server cannot distinguish this result with a randomly
generated vector, and thus the output privacy can be achieved.

B. Input Privacy Protection

Since the coefficient matrix A ∈ Rm×n will contain
sensitive information and should be kept privately from the
third party. Next we will develop a matrix transformation
mechanism to securely protect the coefficient matrix A which
provides computational indistinguishability.

In particular, we hide the matrix A with the following
expression:

Â = PQA (13)

where Q ∈ Rm×m is a randomly generated diagonal matrix
with elements taken from the uniform distribution defined in
(5), but the value of the element Q ∈ Rm×m here is set within
the range (−c, c). P ∈ Rm×m is a diagonal matrix with
elements be the positive constant M and âi,j = Mqi,iai,j
is the element in the ith row and jth column of Â, where
ai,j is the element in the ith row and jth column of A for

∀i ∈ [1,m],∀j ∈ [1, n], qi,i is the element in the ith row and
ith column of Q for ∀i ∈ [1,m]. In addition, an assumption
is made that the values of matrix A are within the range
[−L,L], where L is a positive constant. Therefore, the values
of Â are in the range [−LMc,LMc]. Next we can arrive
at a theorem that the encrypted coefficient matrix Â and
the random matrix R with elements sampled from uniform
distributions are computationally indistinguishable, which is
stated as Theorem 2.

Theorem 2: Let Rm×n be a random matrix with its
elements uniformly distributed in the interval (−c, c) for
∀i ∈ [1,m],∀j ∈ [1, n]. Then matrices R and Â = PQA are
computationally indistinguishable.

Proof: Similar to the proof of the Theorem 1, we need
to show the computational indistinguishability between ri,j
and âi,j for ∀i ∈ [1,m],∀j ∈ [1, n], where ri,j is the element
in the ith row and jth column of R.

The distinguisher D follows the same strategy, and
suppose âi,j is chosen from the matrix Â and the success
probability for distinguisher D to identify it from Â is
expressed as:

Pr[D(âi,j) = 1] =
1

2
Pr[−c < âi,j < c]

+ Pr[âi,j ≤ −c] + Pr[âi,j ≥ c]

=
1

2
[1− Pr[âi,j ≤ −c]]− Pr[âi,j ≥ c]]

+ Pr[âi,j ≤ −c] + Pr[âi,j ≥ c]
(14)

where
Pr[âi,j ≥ c] = Pr[Mqi,iai,j ≥ c]

= Pr[qi,iai,j ≥
c

M
]

= αPr[qi,i ≥
c

Mai,j
] + (1− α)Pr[qi,i ≤

c

Mai,j
]

≤ αPr[qi,i ≥
c

ML
] + (1− α)Pr[qi,i ≤

−c
ML

]

= 1− 1

ML
(15)

where α is the probability for the element ai,j to be positive
and 1−α is the probability for the element ai,j to be negative.
Similarly, we also have Pr[âi,j ≤ −c] ≤ 1− 1

ML .
Consequently, we have that the probability of success for

distinguisher D to determine when âi,j is chosen from matrix
Â:

Pr[D(âi,j) = 1] ≤ 3

2
− 1

ML
(16)

In addition, the success probability for ri,j to be identified by
the distinguisher D is obtained as:

Pr[D(ri,j) = 1] =
1

2
(17)



By taking the difference between Eq. (16) and Eq. (17), it
follows that

|Pr[D(âi,j) = 1]− Pr[D(ri,j) = 1]| ≤ ML− 1

ML
(18)

According to equation (3) thus we have

neg(M) =
ML− 1

ML
(19)

Since the constant M can be set as any positive constant, thus
neg(M) can be guaranteed as a negligible function and the
proof of Theorem 2 is complete.

According to Theorem 2, it can be concluded that the
coefficient matrix of the constraints is computationally in-
distinguishable in values with a randomly generated matrix,
however, the position of the elements of the coefficient matrix
may still carry private information, i.e., circuit node layout or
station position graph. Next we will utilize random permuta-
tion matrices to protect the position of the elements in matrix
Â.

The random permutation matrix is generated by the com-
bination of the random permutation set and Kronecker delta
function, which is expressed as the following [11, 14]:

W (i, j) = σϕ(i),j 1 ≤ i, j ≤ n (20)

where Kronecker delta function is defined as [11, 14]:

σi,j =

{
0 i 6= j

1 i = j
(21)

and ϕ is a bijection function with input from the set S =
{1, 2, 3, · · · , n} and outputs a random number from S′ but
still within the same range.

With the random permutation matrix obtained, we can
protect the elements positions of matrix Â in both column
and row by the following as:

A′ = LÂR (22)

where L ∈ Rm×m and R ∈ Rn×n are generated by Eq. (20).

Algorithm 1 Random permutation generation.
Input:

Input size n;
Output:

Random permutation matrix W;
1: Set S = {1, 2, 3, · · · , n};
2: for j = 1 to n
3: select i randomly from i ∈ (1, j);
4: swap S(i) and S(j);
5: end for
6: for i = 1 to n
7: for j = 1 to n
8: ϕ outputs the ith element from S with ϕ(i);
9: σ outputs value with σϕ(i),j ;

10: set W (i, j) = σϕ(i),j ;
11: end for
12: end for
13: return W;

So far, we have developed secure mechanisms to
protect the input and output privacy, including both the value
and position information. These computations are performed
by the client side. P2 can be rewritten as the following after
these encryptions:

P3 : Minimize f(z)
subject to A′z = b′ (23)

z ≥ r

where z = x + r, A′ and b′ are obtained by the matrix
multiplication and permutation. The transform scheme is
summarized as Algorithm 2.

Algorithm 2 Key generation to protect the input and output
privacy (client side).
Input:

Objective function f(x);
Coefficient matrix A and vector b;

Output:
Encrypted objective function f(z);
Encrypted matrix A′; and vector b′;

1: Generate a random vector r according to Eq. (5) to obtain
z = x + r;

2: Generate two random matrices P and Q according to Eq.
(5)

3: calculate b̂ = PQb
4: calculate Â = PQA
5: Generate matrices L and R from Algorithm 1;
6: Calculate A′ = LÂR;
7: Calculate b′ = Lb̂;
8: return f(z),A′,b′;

IV. OUTSOURCING PROTOCOL FOR NONLINEAR
PROGRAMMING PROBLEM

In this section, we will design a secure outsourcing algo-
rithm to solve the large-scale NLP. Our strategy is employing
the reduced gradient method to obtain the optimal solution
of the encrypted NLP. The main idea of the reduced gradient
method is to generate a series of feasible improving gradient
vectors to gradually approach the optimal result of the objec-
tive function.

A. Find Feasible Improving Direction

Let’s first consider the optimization of the objective func-
tion f(z) without any constraints. Suppose f(z) is differ-
entiable in the neighborhood of a point z0, thus the fastest
decrement direction of the objective function f(z) at the point
z0 is along the negative gradient direction −∇f(z0) following
the expression [17, 18]:

z1 = z0 − λ∇f(z0) (24)

If λ is chosen properly, we will have f(z0) ≥ f(z1),
meaning that move along the negative gradient direction d =



−λ∇f(z0) will allow f(z) approach to the minimum point.
With this observation, a series of directions can be generated
starting from z0 to obtain the sequence z0, z1, z2, z3, · · · , zn,
where

f(z0) ≥ f(z1) ≥ f(z2) ≥ f(z3) · · · ≥ f(zn) (25)

and f(z) will finally converge to the local minimum point zn
[17, 18].

However, the objective function f(z) in P3 subjects to
a system of constraints, so directly moving f(z) along the
negative gradient direction will destroy the feasibility (space
confined by the constraints) of the constraints. In other words,
if we move from z0 to z1 = z0−λ∇f(z0), then the constraint
conditions A′z1 = b′ may not hold true anymore. As a result,
we have to figure out a way to find a feasible and improving
direction to minimize the objective function f(z).

The following non-degeneracy assumption is made here.
Any subset of m columns of the matrix A′ are linearly
independent and each extreme point of the feasible region has
at least m points not at their bounds. For any feasible point z,
the matrix B of A′ is called as a basic matrix corresponding
to the basic variable vector that zB > rB , and the matrix
N termed as non-basic matrix is corresponding to non-basic
variable vector zN ≥ rN , and it should be noted that zN does
not need to be at the bound of rN [17].

For notation convenience, we can rewrite the matrix A′ to
be A′ = [B,N], and zT = [zB , zN ]T . Thus the constraints will
have the following form:

BzB + NzN = b′ (26)

Let ∇f(z)T = [∇Bf(z)T ,∇Nf(z)T ], where ∇Bf(z)T is the
gradient of f(z) with respect to the basic variable vector zB ,
and ∇Nf(z)T is the gradient of f(z) corresponding to the
non-basic variable vector zN . It is obvious that a direction d
is an improving direction if the following conditions hold true
[17]:

∇f(z)Td < 0 (a)

A′d = 0 (b)
(27)

where Eq. 27(a) denotes that d is an improving direction, and
Eq. 27(b) indicates that the feasibility of the direction d . In
addition, Eq. 27(b) can also be rewritten as the following:

BdB + NdN = 0 (28)

where dB and dN are corresponding to the basic variable
vector zB and non-basic variable vector zN , respectively. For
any dB , we can have that:

dB = −B−1NdN (29)

Then we let qT = (qTB ,qTN ), and assign qT as:

qT = ∇f(z)T −∇Bf(z)TB−1A
= ∇f(z)T −∇Bf(z)TB−1[B,N]

= [0,∇Nf(z)T −∇Bf(z)TB−1N]

(30)

and qT is the reduced gradient that we are trying to
find. With this reduced gradient, we can easily construct a
feasible improving direction d , and the following Theorem

3 [17, 18] will provide a way to find an improving feasible d .

Theorem 3. Consider the optimization P3, and
suppose f(z) is differentiable at the point z. Let
qT = ∇f(z)T − ∇Bf(z)TB−1A and dT = (dTB ,d

T
N )

be the direction as follows. For each non-basic component
j, let dj = −qj if qj ≤ 0, and dj = −(zj − rj)qj if
qj > 0, then let dB = −B−1NdN . If d 6= 0, thus d is an
improving feasible direction and z is a KKT point when d = 0.

Proof: First we notice that

Ad = BdB + NdN
= B(−B−1NdN ) + NdN
= 0

(31)

Thus we can say d is a feasible direction. Furthermore,

∇f(z)Td = ∇Bf(z)TdB +∇Nf(z)TdN (32)

Substitute dB = −B−1NdN into Eq. (32), we have that

∇f(z)Td = [∇Nf(z)T −∇Bf(z)TB−1N]dN
= qNdN
=
∑
j /∈I

qjdj
(33)

where I is basic variable set. According to the definition of
dj , it can be seen that ∇f(z)Td < 0 if d 6= 0 . Thus we
complete the proof that d is an improving feasible direction
if d 6= 0 .

If z is a KKT point if and only if that there exist vectors
that uT = (uTB ,uTN ) ≥ (0, 0) and v, so that

[∇Bf(z)T ,∇Nf(z)T ] + vT (B,N)− (uTB ,u
T
N ) = (0, 0)

(34)

and
uTBzB = 0,uTNzN = 0 (35)

since zB > 0 and uTBzB = 0, then uTB = 0 according to Eq.
(35). Then from Eq. (34) we will have that

vT = −∇f(z)TB−1

uTN = ∇Nf(z)T −∇Bf(z)TB−1N = qN
(36)

Thus KKT condition reduces to qN ≥ 0 and qTNzN = 0.
According to the definition of d, if and only if qN ≥ 0 and
qTNzN = 0 that d = 0. Consequently, z is a KKT point if and
only if d = 0 . The proof is complete.

B. Secure Outsourcing Algorithm For Large-scale Nonlinear
Programming Problem

Similar to the gradient decent method, once we have found
out an improving feasible direction d , the optimal point of
the objective function f(z) can be approached as follows in
the kth iteration step:

zk+1 = zk + λkdk ≥ b′ (37)



where the upper bound of λk defined as λmax is given by
[17]:

λmax =

 min
1≤i≤n

:

{
bi − zi
di

: dik < 0

}
dk 6≥ 0

∞ dk ≥ 0
(38)

and the real step length λk at the kth iteration is determined
by

Minimize f(zk + λdk)
subject to 0 ≤ λk ≤ λmax (39)

To summarize, the complete procedure of the reduced gradient
method is given as Algorithm 3.

Algorithm 3 Secure outsourcing algorithm for large-scale
NLP (cloud side).
Input:

Starting point z0 that A′z0 = b′;
Output:

Optimal result z∗ for P3;
1: Initialize k = 0;
2: Extract B0 from A′ corresponding to the m largest ele-

ments of the vector z0;
3: Let N0 be the remaining columns of A′;
4: zB0 is extracted as elements of z0 corresponding to B0;
5: zN0 is extracted as elements of z0 corresponding to N0;
6: Calculate q0 from Eq. (30);
7: Compute dB0 and dN0 from Theorem 3;
8: Let d0 = [dB0,dN0] and d = d0;
9: while d 6= 0

10: Compute λmax from Eq. (38);
11: Do the line search:

λk = arg max
0≤x≤λmax

{f(zk + λdk)};
12: Let zk+1 = zk + λkdk;
13: Extract Bk from A′ corresponding to the m largest

elements of the vector zk;
14: Let Nk be the remaining columns of A′;
15: zBk is extracted as elements of zk corresponding to

Bk;
16: zNk is extracted as elements of zk corresponding to

Nk;
17: Calculate qk from Eq. (30);
18: Compute dBk and dNk from Theorem 3;
19: Let dk = [dBk,dNk] and d = dk;
20: k = k + 1;
21: end while
22: Let z∗ = zk−1, and z∗ is a KKT point;
23: return z∗;

As stated by the Algorithm 3, the KKT point z∗ will
be obtained for the problem P3, however, the convergence
of this algorithm is not analyzed. In addition, whether the
KKT point z∗ is the optimal result for P3 or not is yet not
answered. Theorem 4 in the following gives answers for
above questions.
Theorem 4. Consider the optimization problem P3, and
suppose f(z) is differentiable in the given region E, and the

sequence {zk} is generated by the Algorithm 3 . Then, any
accumulation of {zk} is a KKT point. Furthermore, if f(z) is
convex in region E , then KKT point z∗ is global minimum
for f(z) .

Proof: The proof for Theorem 4 is omitted here due to
the space limitation. We will provide the proof in a longer
technical report.

According to the Theorem 4, we can conclude that
Algorithm 3 can help the cloud server find the global
minimum result for problem P3 if the objective function
f(z) is convex in the defined region. It should be noted that
Theorem 4 also provides an efficient mechanism to verify the
correctness of the result returned by the cloud. The clients
can check if the returned solution meets the KKT condition,
and then decide to accept or reject it.

V. PERFORMANCE EVALUATION

In this section, we will display the performance of our
proposed secure outsourcing protocol for large-scale NLP. For
the experimental setup, the client side is implemented on a
computer with Intel(R) Core(TM) i5-5200 U CPU processor
running at 2.2 GHz, 4GB memory. For the cloud side, the
experiment is done on a computer with Intel(R) Core(TM) i7-
4770 U CPU processor running at 3.40 GHz, 8GB memory.
All of the experiments are implemented by MATLAB lan-
guage with the version of R2016b. The objective function here
is randomly generated second-degree polynomial function, and
constraints are randomly generated matrix and vectors.

Firstly, we solve the NLP in the client side; then we solve
the encrypted NLP in the cloud side. All of the computation
time are recorded. One thing should be noted is that the
communication time between the client and the server is
neglected since computation takes most of the running time.
The following parameters are adopted to measure performance
of the outsourcing protocol.

Toriginal is defined as the time cost to perform the original
NLP by the client side. Tcloud is defined as the time that used
to operate the encrypted NLP by the cloud server. Tclient is the
time that the client spends on the encryption and decryption
for the original NLP. The performance speedup is defined as
Toriginal/Tclient , representing the time savings for choosing
outsourcing the problem to the cloud. The speedup is expected
to be greater than 1, otherwise it is no necessary for the
client to outsource the tasks to the cloud server. Another
parameter used to measure the cloud efficiency is defined as
Toriginal/(Tclient + Tcloud) , indicating the total time savings
enabled by the cloud. Ideally, the encryption of the problem
should not increase the computation complexity to solve the
large-scale NLP. In addition, the computation power of the
cloud is much stronger than that of the client side, so the
cloud efficiency should be larger than one. If the time cost for
the client and cloud to solve the NLP problem is the same,
it is meaningless for the client to make efforts encrypting the
NLP and outsource it.

The computation time Tclient and Tcloud with the increas-
ing number of variables n is shown as Fig. 2(a), and Fig.
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Fig. 2. (a) Computation time at the client in our solution; (b) computation
time at the cloud server in our solution.

2(b), respectively. Note that all the computation time recorded
during the simulation is averaged 20 times. It can be seen
that the client can finish its own computations in a very short
time. To be more specially, the time consumption of the client
is only 27s for size 10000. In contrast, the time required by
the cloud server to find the optimal solution is much longer,
and increases rapidly with the increasing number of variables.
The speedup of the outsourcing protocol is illustrated as Fig.
3(a), and the speedup Toriginal/Tclient increases significantly
when the size of the problem gets larger. As a result, a huge
amount of time savings can be achieved for the clients by
the proposed secure outsourcing protocol. For example, the
speedup is 157 for size 10000, indicating 99.4% of time is
saved for client side. The cloud efficiency is shown as Fig.
3(b), and it can be seen that cloud efficiency is increasing
along with the increasing number of variables, indicating the
superiority of the powerful resources in the cloud side.

It is worth noting that the cloud efficiency in the total NLP
solving time is not very high in our experiments, and this is
because the computer that implements the cloud server is not
significantly more powerful than the computer that implements
the client. If the NLP is offloaded to a real-world cloud which
has much higher computing capabilities, the efficiency in the
total NLP solving time is expected to be much higher.

In terms of storage cost, it can be seen that the size of the
original problem stays the same during the transformation, and
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Fig. 3. (a) The speedup in the clients computation time; (b) the efficiency
in the total NLP solving time.

thus the proposed protocol will not cause extra storage cost
at the client side. A real-world cloud usually has sufficient
storage resources, and thus the storage cost at the cloud server
is not expected to be a problem.

VI. RELATED WORK

In recent years, a large amount of work has been done
related to secure outsourcing computation tasks.

Most of the earlier work are focused on the securely
outsource arbitrary function computations by [22 - 24]. These
papers mainly adopt the fully homomorphic encryption (FHE)
protocol to deal with the information privacy issues. Though
FHE schemes can provide theoretical privacy guarantee, they
are still heavy time-consuming for client to perform computa-
tion intensive encryptions, especially for large-scale problems.

Some other work provide solutions for outsourcing specific
problems. For example, Wang et al [25, 26] have proposed
secure and efficient protocols to outsource the linear pro-
gramming and large-scale linear equations to the cloud server.
Inspired by their pioneering work, Nie [27] and Chen [28]
has developed some new algorithms to improve the efficiency
for solving linear equation systems, and their protocols can
be applied into practical scenarios with good performance.
In addition to the linear programming problems, researchers
have successfully solved other types of computation tasks,



such as the quadratic programming problem [14], distributed
linear programming problems [29], and linear regression [30].
Furthermore, some special tasks regarding on basic math-
ematical problems, including matrix inversion [11], matrix
multiplication [31], and matrix determination computation
[32], are also been well addressed. However, all of the above
work focus on specific computation tasks, and general NLP
has never been studied before.

VII. CONCLUSION

In this paper, for the first time that we have designed a
practical protocol for outsourcing the large-scale NLPs. The
transformation scheme is employed to protect the private infor-
mation of the client. In addition, we apply the efficient reduced
gradient method to solve the encrypted NLP, and a series of
experiment has been done to evaluate the performance of the
proposed tool. It is expected that the proposed protocol can
provide a convenient approach for ones who are trying to solve
large-scale NLPs and will find more practical applications in
the real world.
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