


Overview— Go! Mobile Auto Interface is a system designed to
add functionality to slightly older vehicles that will make them
more easily accessible. The goal is to provide users with a method
of locking and unlocking their  vehicles  using a smartphone or
smartwatch over NFC or Bluetooth.  Since the system actuates
locks over the CANBus Network, there is additional functionality
that can be easily implemented to enable more control and data
logging, which opens up more applications of this system.

I. INTRODUCTION

ur motivation behind developing the Go! system was
our  recognizing  that  the  technology  to  develop  a
plug-and-play  system  to  enhance  accessibility  in

older vehicles exists, but has not been explored very much. All
vehicles  sold  in  2008  and  later  are  required  to  have  the
Controller  Area  Network  (CANBus)  interface  equipped  in
their OBD-II port, according to section 86.005-17 of an EPA
ruling released in 2005  [1].  This being the case,  it should be
practical  to develop a plug-and-play system to augment  the
user experience of any automobile made after 2008. 
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With Go!, our goal was to begin exploring the potential of
the  CANBus  system  by  developing  a  system  to  make
accessing  the  vehicle  more  convenient.  The  system  we
intended  to  develop  would  include  locking  and  unlocking
capabilities  over  NFC or  Bluetooth  Low Energy  (BLE),  as
well  as  the  ability  to  start  the  car’s  engine,  turn  on  the
headlights,  turn on the interior lights, and log/display engine
RPM and wheel speed remotely from a smartphone.

II. RELATED WORK

The work that inspired this project is a product that has been 
designed by Comma.ai, a San Francisco based tech startup that
focuses on driverless vehicle technology[2]. They originally 
planned to release a product called the Comma One, which 
was an android-based plug-and-play platform for repurposing 
lane keep assistive technology found in newer cars so that it 
could be used as an autopilot system, similar to what is found 
in Tesla vehicles. The major difference between the Comma 
One and Tesla’s Autopilot is that the Comma One, instead of 
using hard-coded computer vision algorithms to drive the car 
as Tesla does, used cloud based machine learning algorithms 
to “teach” the system how to drive [3]. Due to a dispute 
between Comma.ai and the National Highway Transportation 
Safety Administration (NHTSA), the Comma One was never 
released for sale, but was instead released for free under an 
open-source MIT license.

Regarding assistive access technology that is commercially 
available, most auto companies are implementing some form 
of alternative access technology in their vehicles. Ford, for 



instance, has added a foot-activated lift gate to their SUVs, 
which allows the lift gate to be opened hands-free. This is 
useful in cases where the operator is carrying something and 
does not have a free hand to open the vehicle. 

Finally, some new vehicles have some form of smartphone 
interface that can be used to get diagnostic information and 
have control over certain systems in the car. Honda has such 
an application, called Hondalink, that allows the vehicle to be 
unlocked, locked, remotely started, and it allows the user to be
alerted if the vehicle alarm is triggered, among other 
features[4]. 

 

III. APPLICATION DESIGN

Go! was intended to be a somewhat modular system. In our
project implementation, we had 3 main hardware components:
the CANBus Raspberry Pi interface, the NFC component, and
the Android interface. The whole system is centralized on the
CANBus interface,  since that is  the link between the whole
system and our test vehicle. 

A. CANBus Interface

We used a PiCAN CANBus HAT for the Raspberry Pi in
order to send commands to our test vehicle. We programmed
the interface in python so that it could easily be made into a
modular  system. The upside to  our code structure  is  that  it
allows the system to continue working should any part of it
(except the PiCAN) be offline. 

    The PiCAN and Pi tucked inside a fuse panel

B. NFC Component

The NFC module we used is the Adafruit PN532 NFC
shield for Arduino. We originally wanted to use the breakout
version  of  this  shield  so  that  it  could  be  easily  integrated
directly onto the Pi using a python module, however, due to a
clerical  error,  we  received  the  Arduino  version  instead.
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However, this was not a problem because we had an Arduino
to use, and we were able to connect it to the rest of the system
using a UART Serial connection on the Pi’s GPIO pins. 

      The NFC reader connected via Serial

C. Android Application

The Application we wrote for this system, due to our time
constraint, was minimal in function. It was capable of locking
all of the doors, unlocking all of the doors, and unlocking only
the driver door on our test car, and it could also display wheel
speed and engine RPM readings from the CANBus interface.
The  Android  application  conducts  all  operations  with  the
CANBus module over Bluetooth.

IV. RESULTS

Part 1: Problems and Challenges

There were some challenges that we ran into while 
implementing the CANBus module. First, there is no 
documentation for the CANBus system used in our test 
vehicle. Since CANBus setups usually vary between makes 
and models, there is no central documentation for CANBus as 
a whole. This means that in order to use the system in our test 
vehicle, we have to reverse-engineer each function that we 
want to use. For example, to find which arbitration ID controls
the door locks, we had to run the cansniffer tool in a terminal, 
and watch for which values change when the doors are locked 
or unlocked. These are the values that are injected back into 
the CANBus when we wanted to lock the doors with our 
system. 

In addition to these challenges, we had to make some 
changes to our implementation as a result of some limitations 
we found in the hardware we used. First, The Raspberry pi 3 b
is incapable of being run as a Bluetooth Low Energy server. 
This makes sense, considering that, even with BLE, the Pi will
still have to run an operating system from the car’s battery. 
We did limit power consumption by disabling unnecessary 
systems, such as WiFi and any other interfaces and processes 
that were not being used. 

Second, we did not have a smartphone or smartwatch that 
was capable of sending NDEF packets over NFC. The test 
watch we were using was a Huawei watch 2 classic. We 

learned that it does have an RFID emulation mode, which 
simply emulates a static RFID card, and it does have the 
hardware necessary to send NDEF packets, but it does not 
have the ability to send them in its operating system (Huawei 
plans to release this feature in a future update). This being the 
case, we ended up using an RFID card to emulate NFC 
communication. 

Finally, we had originally intended on using the system to 
start the car’s engine, but the CANBus on our test vehicle was 
firewalled at the OBD-II port, so we could not send commands
to control the starter. As a result, we ended up omitting this 
feature from our implementation.

Part 2: Successes

We did successfully implement a set of lock and unlock 
commands that could be sent from the Android app or the 
NFC module. We could unlock or lock all of the doors, and 
we could unlock the driver door independently from the rest. 
In the Android application, these were independent commands
that could be sent in any order at the user’s discretion. The 
NFC module kept track of what the last command was, and 
had a cyclical order of commands that it would follow when it 
was triggered. So, for example, if the last command was an 
unlock driver door command, the next one in succession 
would be to unlock all doors, then to lock all doors. The last 
command was tracked, no matter what module triggered it. 

Finally, the speed and engine RPM display on the Android 
application worked successfully. These were read from the 
car’s CANBus, and send over Bluetooth as hexadecimal 
values to the app. When the values were received by the app, 
they were interpreted into decimal, and displayed on the 
screen.

V. FUTURE WORK

What little exploration has been done on third party CANBus 
systems has largely focused on security flaws. An article from 
Wired gave a demonstration where two hackers took control 
of a Jeep Grand Cherokee by accessing the CANBus system 
over its LTE connection through its media system. With this 
vulnerability, they were able to demonstrate taking control the 
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climate control system, disabling the brakes, and shutting off 
the vehicle’s engine[5]. 

In our implementation, we opened up a port into a vehicle’s 
CANBus over an unencrypted Bluetooth connection, which 
poses a massive security risk, since anyone could gain control 
over critical parts of the vehicle. In future implementations of 
this system, we could work to mitigate security problems by 
encrypting the Bluetooth connection, and authenticating which
device is sending commands to ensure that it is trusted. 

In addition, we would also like to look into more data 
reading and logging for potential commercial applications 
where employers need to track driving habits of their 
employees. This would also allow things like vehicle wear and
fuel economy to be analyzed. 

Finally, we would like to further augment the driving 
experience by creating a cheap, plug-and-play, Android-based 
heads-up display system. Advantages of supplementing an 
existing gauge cluster with a HUD is that more information 
can be presented, and critical driving information can be 
placed in safer locations where the driver does not have to 
deviate their focus from the road as far or for as long in order 
to read things like engine speed, fuel level, and engine RPM.

These are just a few ideas had in passing while we were 
working on this project. The presence of the CANBus system 
on newer vehicles allows for almost limitless control over a 
vehicle’s subsystems. 
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