
  
Overview—This project implements a system for identifying 

when users knock on a door, and sends a notification to the door’s 
owner, alerting them to the knock. The project enables the owner 
to be aware of who knocked on the door. The end goal is to be able 
to uniquely identify users without collecting any private 
information. In its current implementation, the device collects data 
on the user’s knocking using a piezoelectric element attached to 
the door. When the user knocks, the pattern is collected and 
classified against a collection of known users and sends the 
prediction to the door owner via email. Additionally, the device 
collects an image of the user to ensure accuracy, however this 
would be phased out in a final version. Three classification 
methods were attempted, but the best was Dynamic Time 
Warping, achieving an accuracy of 58% over one hundred trials 
on a collection of five users with moderate differences in knocking 
pattern, with the accuracy dropping to 29% with all five users 
having the same base knocking pattern. 
 
 

I. INTRODUCTION 
oors are one of the most common communication vectors 
for human interaction. The interaction itself is very simple, 

a user knocks, and the owner either responds (by opening the 
door or announcing a relevant command to the user) or does not 
respond. In the case of no response, it can be assumed the owner 
is not present or busy. By instrumenting the door, this 
interaction can be expanded, allowing for a wider array of 
information to pass from user to owner. The case where the 
owner is not present is the key problem addressed in this work. 

The owner may want to be aware of when someone 
attempted to contact him while away from his door (home or 
office). That someone knocked is not a particularly useful 
metric without knowing who it was that knocked. This work 
focuses on allowing the owner to distinguish who it was that 
knocked on the door, while trying to respect privacy of users by 
finding identification methods that do not include personal 
information. 

II. RELATED WORK 
There are currently projects using similar hardware to allow a 
specific knocking pattern to trigger a mechanism for processes 
such as unlocking the door, available on instructional how-to 

 
 

sites. These projects differ in that they do not attempt to 
identify the individual user, but rather focuses on the knocking 
pattern’s similarity to the “key” pattern. 

III. APPLICATION DESIGN 
The design utilizes a piezoelectric element attached to an 

Arduino Uno to record the knocking patterns, by affixing the 
piezo to the door. The Arduino monitors the piezo continuously, 
until a reading occurs which is over the minimum knocking 
threshold, to say that someone has started to knock on the door, 
at which point the Arduino records all readings for a set length 
of time (maximum knock length). The Arduino splits the 
readings into ten chunks and transmits the chunks over a serial 
connection to a Raspberry Pi 3, which is done to avoid 
overflowing the serial buffer. The Raspberry Pi is configured to 
run the Raspbian operating system, to allow it to run Python 3 
scripts.  

The script running on the Pi has two modes, training mode 
and classification mode. In training mode, the knock readings 
are read in and stored as a possible pattern to match during 
classification. In classification mode, the script receives knock 
readings and uses one of three classification methods to identify 
the closest match among the candidate knocks taken through 
the training mode and uses this to identify which user is most 
likely the one who knocked. Additionally, the classification 
mode triggers the attached Raspberry Pi Camera Module V2 to 
capture an image. If the camera is affixed properly, the image 
will show the user who knocked. Finally, the image and the 
classification are sent to the owner via email. Figure 1 shows 
the test device, with Figure 2 showing the device schematic. 

Smart Doors: Instrumentation of Doors for 
Uniquely Identifying Users with Minimum 

Invasiveness 
Spencer Nelson 

D 



2 
 

 
Figure 1. Test Device 

 
 

Figure 2. Device Schematic 

A. Classification Method 1 – 1-1 Distance Comparison 
The first attempted classifier takes the raw knock reading to 

be classified and compares it in order to each of the candidate 
knocks. Due to variances in the length of the knocks list of 
readings, the longer of the two is truncated to the length of the 
shorter of the two. Then the distance between each reading is 
calculated and added to a total distance. The minimum total 
distance between the current knock and the candidates is taken 
as the correct classification. No alignment or other 
preprocessing takes place for this classification method. This 
method makes the assumption that individuals will knock 
approximately the same pattern and tempo each time, such that 
the correct candidate knock and the knock being classified will 
fall approximately aligned without additional effort, allowing 
extremely quick and simple classification.  

B. Classification Method 2 – n-Max Point Comparison 
This method selects a number n, and finds the n highest 

values, comparing them element-wise between the knock being 
classified and each candidate, similar to method 1. This method 
will give significance to peaks, and the overall magnitude of the 
hardest knocks. This method does not guarantee that it collects 
exclusively the peak points, or even that it collects all of them, 
as a single very hard knock could outweigh the other knocks. 
This method can also be extended to perform Euclidean 

distance or compare the total, rather than by element-wise 
distance. 

C. Classification Method 3 – Dynamic Time Warping 
Dynamic Time Warping is an alignment method which can 

find the optimal alignment between two series of data, allowing 
for far more accurate distance calculation than shown in either 
of the first two methodologies. This project uses the FastDTW 
method shown in [1]. 

  

IV. DATA COLLECTION 
For testing purposes, two sets of trials were run. In both trials, 
five users knocked once for training, and twenty times for 
each of the classification methods. In the first trial, the users 
were all told to use the same knock pattern, three 
approximately equally spaced knocks, but were not given any 
instruction as to tempo or strength of the knock. For the 
second trial, each user was given a different knock pattern 
(One hard knock, three equal spaced knocks, “Shave and a 
haircut” knock, five fast knocks, and four knocks using the 
palm), and shown an example of how the knock should be 
performed. 
 

V. RESULTS 
Table 1 shows the accuracy for each classification method 
across trial 1 (three knocks) and trial 2 (different knocks). 
 

 Trial 1 Trial 2 
1 - 1 Distance 38 25 
n-Max 18 23 
DTW 40 58 

Table 1. Accuracy (%) 
 
As seen in Table 1, the best classifier is DTW, giving a 58% 
accuracy in trial 2 and a 40% accuracy in trial 1, the highest 
for both trials. Additionally, it is shown n-Max is 
approximately only as good as random guessing, with an 
approximate average of 20%, with five users. The results show 
that a good classifier can achieve significant accuracy over 
random guessing, but clearly needs additional refinement 
before it could be claimed as a useful prediction for 
replacement of more accurate techniques, such as the captured 
image. 
 

VI. FUTURE WORK 
Future work for this project includes several possible 
directions. If it can be shown that knock patterns are not 
sufficient for successful classification, then coupling the 
current system, with the camera, with a facial recognition 
algorithm could achieve a similar effect, although with more 
privacy issues than would occur through the knock method. 
With the knock method, better quality classification is 
necessary. To that end, other which require more data, 
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processing power, and learning time, such as a neural network 
could be attempted. Additionally, due to the piezo element 
starting at a zero bias, knock patterns only detect “positive” 
values, but it is very likely that the knock patterns act similarly 
to sound waves, with fluctuation between positive and 
negative values. Since the piezo begins at a zero bias, and can 
only detect values between 0 and 1023, any negative readings 
are treated as zeros, which is as much as a 50% loss in usable 
features. This could be resolved in the future by biasing the 
piezo to 512, and subtracting 512 from all readings, to receive 
values between -512 and 511. This will lose some of the 
maximum positive range but will gain the negative peak 
values for classification purposes. A more sensitive piezo 
element, combined with amplifiers could also significantly 
improve overall accuracy. 
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