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Overview—Currently the University of Arkansas allows 
students access to specifics rooms and buildings outside of 
normal operating times via the use of identification cards with a 
magnetic strip. The aim of this project is to show a proof of 
concept that students could alternatively access rooms by using 
near field communications(NFC) from their smartphones. 

To achieve this an application is to be written that accepts 
UARK login credentials and verifies them using an online 
database. Once logged into the application the phone can be used 
to push an NFC payload to the Arduino NFC reader. Once 
received the reader should contact the database to cross 
reference its relative room number with the table of the student’s 
accessible rooms. If there is a match, the door should unlock. 
This will allow students an alternative way to access rooms when 
their ID card has been misplaced or stolen. Shut outs can also be 
avoided when the magnetic strip on the ID card begins to fail. 

The results of the implementation fall short of fully completing 
the project and successfully creating an easy alternative to 
students. Unfortunately the Adafruit NFC reader is not 
compatible with peer to peer communication using an I2C 
connection. Although there are available libraries for other 
readers and Adafruit SPI connected systems, we were unable to 
recreate that functionality. The report will touch on the various 
other methods we attempted in hopes of achieving success with 
this project and what functionality was successfully implemented. 
 

I. INTRODUCTION 

Having attended a university in the past that used 

RFID/NFC ID cards to allow students access to buildings and 
rooms, it was a feature sorely missed at the University of 
Arkansas where ID cards had to be swiped with varying 
degrees of success. That idea combined with the emergence of 
smartphones containing NFC capabilities lead to the question 
“Why not use your phone to access rooms with a simple tap?” 
That question spawned the idea for this project. 
 The concept for the project is that a student can 
download an application from the university and log in to their 
student account on their phone. Then the phone would allow 
them to simply get it near the NFC reader for a room and if the 
student was designated in the schools database to have access 
to that room, it would open. 
 To accomplish this as a proof of concept, an 
application will have to be written that can accept a user’s 
login credentials and verify them against the database. The 
database will then need to send a user specific code back to 
the application that the phone can transmit via NFC. Using an 
Arduino with an NFC module, the code will need to be read 
and checked against a table in the database or possibly in a 
seperate database to verify that it is valid for that room.  
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II. RELATED WORK 
You can already see versions of this technology in stores 
where you are able to use Apple Pay or Android Pay. The 
underlying concept is similar. The application is logged into 
your bank account and transmits a code to the terminal via 
NFC. The terminal then verifies the code with the bank and 
funds are transferred. There are more complexities to it but 
that is the overall concept. This project is simply replicating 
that process on a smaller scale without having to worry about 
too much extra security, nor a third party in the middle. 
Though the scanner and door controls will behave much like 
the store front in this example. 

III. APPLICATION DESIGN 
Three separate sections will be used in the design of this 

project, an Android application, an online database, and an 
Arduino. The interaction between these sections has been 
modeled out and can be seen in Figure 1 at the end of this 
report. 

A. Android Application 
The Android application is a simple login screen for 
the user interface. After successfully login in to the 
database the user is taken to the NFC screen. On this 
screen a Razorback logo is seen with the words “Tap 
to open” written. An invisible button is located on top 
of the logo in such a way so that when the user 
presses the button the system will use Android Beam 
to send a signal over NFC containing the user’s id 
and a hashed code to let the arduino know that it is 
valid. The login is handled by making a post request 
to PHP scripts hosted online and receiving JSON 
objects back letting the system know if the login 
attempt was successful or not. 

B. Online Database 
The database contains a user table and various room 
tables. The user table consist of “id”, “email”, 
“password”. Each room table is named in a fashion 
that it ends with a user’s id from the user table to 
allow the system to find the specific room table for 
each user. The room tables consist of “id”, 
“room_num”, “building”. The way different 
components such as the Android application and 
Arduino interact with the database is via a handful of 
PHP scripts. One script handles login, checking that 
the user exist on the user table and the passwords 
match. Currently it is using unhashed passwords 
since all user info is being created in the database 
directly. Another script is set to handle request from 
the Arduino that have a user’s email and the room 
number. Optimally it would also use a hashed 
password as well or even just hashing all the data 
before sending to the server, but our focus was pulled 
away from encryption thus simple data was used to 
test functionality. This script checks if the user exist 
and then looks at their specific room table to see if 
the room is listed on it returning a JSON object with 
either “success” or “error”. The overall plan was to 
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send the user’s email and hashed password for login 
returning a hashed secret code back to the 
application. The application upon receiving the code 
would then dehash it and concatenate it with the 
current time and rehash the concatenated string to be 
sent over NFC with the user’s email. Once received 
by the Arduino it would dehash the string and parse it 
back out into the time and code verifying the time to 
be within a certain time frame. The Arduino would 
then concatenate the secret code with a unique 
identifier code for the room, hash that and send it to a 
database script with the user’s email.The script would 
dehash the string, parse the data apart, verify the code 
is correct for the user and the room is on the user’s 
list of accessible rooms. It would then send a hashed 
“open” or “don’t open” message back to the Arduino 
which would dehash it and allow access to the room 
based on the response.  

C. Arduino 
The hardware consists of an Arduino MKR1000 that 
can communicate wirelessly with the database, an 
Adafruit PN532 NFC reader, and a setup of LEDs to 
signify a valid code. By attaching the MKR1000 to 
the MKR2uno, then connecting the PN532 NFC 
shield, we were able to successfully read and write to 
an NFC tag. We planned to use JSON strings to 
communicate to the online database, including a 
UUID, hash code, and a unique hardware code 
(indicating which room number is requesting 
entrance). The system would then receive an 
acceptance or rejection response from the database, 
indicated by a red or green LED. When accepting the 
information from Android beam however, the system 
cannot dissect the data since there are no current 
libraries for the I2C connection that our system is 
fixed to. 
 

IV. CHALLENGES 
Ultimately the largest challenge during this project was 
working out the compatibility between the Adafruit PN532 
NFC shield we were attempting to use and Android NFC 
technology. Unfortunately in the end we found that the 
particular NFC shield we were attempting to use wan 
incompatible with Android NFC all together. Upon first 
receiving the hardware we checked that we could implement it 
on the arduino. After downloading the appropriate libraries we 
were able to read a MIFARE Classic NFC tag. Using an 
android phone we were also able to read and write data to and 
from the card which could then be read by the arduino. Our 
next step after this was determining how to transmit data 
directly between the NFC shield and an Android device. Our 
first attempt was to see it one device or the other could 
emulate being an NFC tag. Through many hours of research 
and reading technical documents as well as various libraries 
written by various programmers we found that there was no 
functionality of the NFC shield to act as and NFC tag. To do 
so would require a device using SPI protocols and the shield is 

more or less “locked” to I2C. We assume a state of locked as 
when looking for how to switch the shield to SPI the 
manufacturer themselves said that it is not recommended to do 
so. Now knowing this we looked into using Android’s Host 
Card Emulation technology to have it act as the NFC tag. This 
too would be unsuccessful as Android’s card emulation is 
restricted to emulating cards that use the  ISO7816-4 structure 
which is not a structure the shield can work with. After this we 
decided to use Android Beam to send a payload to the shield 
in an attempt to make use of peer-to-peer communication and 
the fact that Android Beam was easier to implement in the 
Android application. Again we found the same problems as 
before where any and all libraries to use Android Beam with 
an NFC device only existed for devices using SPI. By this 
point our project was nearly due and we did not have time to 
obtain another device for testing. We did however find several 
candidates with pre-existing libraries to enable all the 
functionality we desired. 
 

V. RESULTS 
After implementing the functionality from the above sections, 
the results include a functional android app that can beam 
NFC payloads, an arduino system that can discover but not 
understand these payloads, and an online database storing 
users uark information. The android application is fully 
functional and currently using android beam technology to 
push payloads from the phone. As discussed in the challenges 
section above, we attempted many different ways of 
communicating from the app and none could be understood by 
the reader. So although there is this complication, the android 
beam technology is functioning correctly and should be fully 
testable using a compatible NFC reader. Furthermore, once on 
the app, logging in with your uark credentials(manually input 
into the system as you would not create your own user for this 
app) checks with the online database to ensure this is a valid 
login. After a successful login, the user will be prompted with 
a large razorback button that, when pressed, will start beaming 
NFC messages. While implementing the arduino system we 
came across many challenges, as discussed in the prior 
section. Figure 3 shows the completed hardware design of this. 
Other than the obvious lack of understanding our specific 
method of communication, the system still has much 
functionality. The system is able to connect to wifi and 
through it talk to the online database we used to store our 
information. Therefore if we were to get the communication to 
fully work, we could easily cross reference the room numbers 
to check if the request is valid. This is the extent of the 
successfully implemented functionality of our final project. 
 

VI. FUTURE WORK 
There are certainly areas of this project that need future 
attention. The biggest and most obvious of them being 
successful communication between the Arduino system and 
the Android app. The main focus of any further progress 
should be put on replacing the Adafruit reader with a peer to 
peer compatible system. There are several solutions we feel 
could lead to success but did not have enough time to 
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implement. One being the Seeed Studios NFC shield, which is 
able to use peer to peer communication. There are many other 
readers out there that look to be compatible and easily 
implementable if the technology is researched ahead of time. 
Other than this area of improvement, we would have liked to 
implement encryption. If we spent less time looking for a 
solution knowing we’d come up short, we could have focused 
on creating a safe way of communicating private information. 
If not properly encrypted, someone could read the data you 
push to the reader and imitate it creating an unsafe system. 
Furthermore, if this work was to be carried out, the next step 
would be actually integrating it into a real world system for 
testing. Debugging and testing is all that would be left to do. 
 

VII. IMAGES 

 
 

Figure 1. 
 

 
Figure 2. 
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Figure 6. 
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